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Identification of computer network threats with Shahin Harris algorithm
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Abstract:

In dealing with attacks and intrusions in computer networks and Internet of Things, several tools
are used, one of which is the intrusion detection system. This system uses several methods for
intrusion detection, one of the most important of which is the anomaly detection method, which
is of great interest today. The main problem of the anomaly detection method is its high false
alarm rate. So far, various methods have been used and tested in intrusion detection in order to
reduce the false alarm rate and increase the accuracy and correct detection rate; but none of them
have been able to achieve complete success. In this research, an anomaly detection system in
computer networks and Internet of Things is presented using Shahin Harris optimization
algorithm. The set of features selected by the proposed algorithm has the greatest effect in
identifying the abnormality of transactions. The use of Shahin Harris algorithm along with the
decision tree classifier increased the accuracy to 99.833% and shows an improvement compared
to similar algorithms.

Keyword: Internet of things, anomaly detection, decision tree algorithm.
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