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Designing model to identify forgery images using convolutional neural network
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Abstract

Detecting forgery images is one of the most challenging topics in computer vision. Images are a source
of information and are used as documents and evidence in various applications, so the validity and
accuracy of images are crucial. Today, it is easy to manipulate an image using image editing tools. In
image manipulation, the goal is to change the concept of the image while maintaining the maximum
integrity of its texture and structure. Copy-move forgery is one of the simplest image manipulation
methods. In this method, a part of the image is copied and pasted to another place in the same image
with the purpose of hiding certain details of the image or adding special effects. The purpose of this
research is to design a deep learning network that can identify forgery images from healthy ones. Two
methods are presented for this purpose. In the first method, a network with three different branches
consisting of convolution layers with different filter sizes is designed. This network has been trained
and evaluated using color images and error level analysis images.In the second method, a network with
two branches consisting of completely similar convolution layers but with two different inputs, color
images and error level analysis images, is designed. In both methods, the branches are merged, and the
images are classified into forgery and healthy groups. The proposed methods have been evaluated using
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the MICC dataset, and the evaluation results show the satisfactory performance of the proposed
methods.
Keywords: Deep Learning, Copy-move forgery, Error Analysis, Convolutional Neural Network.
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