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Determining the dimensions of cyber operations in military forces, categorizing
threats and their areas of use
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1- Ph.D Student in Cyber Defense, 2- Ph.D Student in Cyber Defense, 3- M.S in management

Abstract

With the introduction of cyber into military operations and the formation of the fifth battlefield, it has
created unique definitions and areas of combat. One of the important definitions created is military
cyber-electromagnetism, which is used alongside cyber operations and electronic warfare operations.
In this research, after the scientific and detailed examination of cyber dimensions in the military field
and the expression of the capabilities and differences of the mentioned dimensions in accordance with
the published references and reports, an example of their applications in military operations has been
considered. This research is applied-developmental in terms of purpose and descriptive-case in terms
of data collection method. In order to collect data, internal and external library sources, documents and
scientific reports were used, and the approach used for data analysis was qualitative and in-depth
interviews with 12 specialists and university professors in the field of cyberelectromagnetism. The
results of this research show that cyber-electromagnetic operations are considered as a separate
dimension from cyber operations and electromagnetic warfare operations and have common limits with
the two mentioned dimensions; The differences and commonalities between the cyberelectromagnetic
dimension and the other two dimensions have been explained and the border between the
cyberelectromagnetic dimension and other dimensions has been clearly defined.

Keywords: Cyber-electromagnetic, cyber operation, electromagnetic warfare operation
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‘Commercial off-the-shelf
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‘Flat panel display
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"Front panel display

*Video graphics array

"Digital Visual Interface

*High- Definition Multimedia Interface
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°liquid crystal displays
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